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Cybersecurity is everyone’s responsibility. One unsafe click, weak password, or mishandled file can expose company and customer information and disrupt operations.
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Introduction
Open with: “Today’s safety topic is cyber and information security—because protecting information and systems is part of protecting the business.”
Key Points: Verify unusual requests. Protect passwords and sensitive information. Report suspicious activity immediately.

Why It Matters
Cyber incidents can cause data breaches, operational disruptions, financial loss, and damage to customer and business-partner trust.
Social engineering can trick employees into revealing passwords, security codes, or sensitive information.
Malware and ransomware can steal information, corrupt files, lock systems, and interrupt operations.

	Quick Engagement Question: “What signs would make you suspicious of an email, text, or request for information?”


Recognizing Cybersecurity Risks
Stop and verify unusual requests before clicking links, opening attachments, or providing information.
	Social Engineering
• Impersonates IT, managers, customers, vendors, or agencies
• Requests passwords, codes, or sensitive information
• Uses urgency or pressure
	Malware & Ransomware
• Unknown links, attachments, or downloads
• Unapproved software
• Malware alerts or unusual system behavior


	Mini Scenario: “You receive an unexpected email that appears to be from a manager asking you to open an attachment and send a security code immediately. What should you do?”


Protecting Information & Accounts
Use approved systems and follow simple security practices every day.
	Passwords & Access
• Strong, unique passwords
• Use MFA when available
• Never share passwords or codes
	Sensitive Information
• Access only what you need
• Store in approved locations
• Protect and dispose of confidential information properly
	Email & Internet
• Verify sender, links, and attachments
• Avoid unknown downloads
• If unsure: do not click—report it


Incident Reporting & Close
Report suspected cyber or information-security incidents immediately.
Suspicious emails, phishing attempts, or unusual requests
Lost/stolen devices, malware alerts, or unauthorized access
Password compromise, data loss, or other suspicious activity

	Closing Message: “Stop. Verify. Report. Protect passwords and sensitive information.”
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By signing below, participants acknowledge attendance at this toolbox talk.
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